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Caution

Circuit devices are sensitive to static electricity, which can damage their delicate electronics. Dry
weather conditions  or walking across a carpeted floor may cause you to acquire a static electrical
charge.

To protect your device, always:

1 Touch the metal chassis of your computer to ground the static electrical charge before you pick up
the circuit device.

1 Pick up the devic e by holding it on the left and right edges only.

T The Web Ul &s Main Menu I|inks are used to navigate to
parameters and statistics with suggestive value 1024x768.

1 If you need using outdoor device connects to this device with cable, then you need to add an

arrester on the cable between outdoor device and this device.

Vi



About t hhi s user 0

In this userés manual , it wil!/l not only tell you h
syste m but configure and monitor the IWP-2000 -68 through the built -in web Ul
step -by - step. Many explanations in details of hardware and software functions are shown
as well as the examples of the operation for web -based interface.

Overview of t his userod6s manual

Chapter 1 dntroduction 6describ es the features of  IWP-2000 -68
Chapter 2 dnstallation 6

Chapter 3 d@peration of Web -based Management 6

> > >



1. Introduction

1-1. Overview of IWP -2000 -68
The IWP-2000 -68 is a 802.11a/b/g Dual Radio Outdoor Multi - Function
Wireless Access Point with Power over Eth ernet (PoE) supported.

The IWP-2000 -68 also operates as multi  -function wireless system that
includes MESH, Point -to-Point/Point -to - Multipoint Bridge, Access Point,
Wireless Client, and Repeater.

The dual radio of IWP-2000 -68 can be functioned dual band a nd maintain
each radio up to 54Mbps data rate simultaneously on both directions.

| Key Features in the Device

A Dual Ra dhiglo-pow@ WBEE 802.11 a/b/g radio for
backhaul and local access.

A Multi operating OnsRdAPSAOBVU AR OT t :
AP-Bridge, AP -CB-Bridge, AP -CB-ROUTE, CB-CB-ROUTE,
VLAN-AP , AP_WDS BRG, AP4 WDS BRG

A Bandwidth limitation: Traffic shaping by IP in MESH and ROUTE

mode | up to 30 list
Power over Ethernet
PoE Power Forwarding
Mac filtering
I P filtering
QOS (WMM) Enhance performance
L L OnR Layer Discovery Protocol
Up to 8 SSI D support.
A Supports WEP 64/128, WPA, WPA2 encryption
A Support SNMP V1/V2c/ V3
A SuppoRRSTPST
A Support Lightening Protection
A IP68 Industrial standard

To o To Po Io Io Do

and

den



1-2. Specification

Data Rates 802.11 b: 1, 2, 5.5, 11Mbps
802.11g: 6,9,12,18,24,36,48,54 Mbps
802.11a: 6,9,12,18,24,36,48,54 Mbps
Standards IEEE802.11 a/b/g, IEEE802.1x, |IEEE802.3, IEEE802.3u,l
EEE802.3af
Power Active Ethernet (Power over Ethernet) 48 VDC/1A
Requirements External Power

Unit: Auto sensing 100/240 VAC; 50/60 Hz

Regulation FCCI/CE (by request), P68

Certifications

Hard Ware Informatio n

CPU Intel IXP 425 533MHz network processor
Interface 1* RJ-45 Ethernet Port (for POE input )

1* RJ -45 Ethernet Port (for POE power forwarding)
Flash 16MB

RF Information

Output power 802.11a 22dBm@6M bps
(+1.5/ -2dBm ) 19.5 dBm@36M bps
20dBm@48M bps
18dBm@54M bps
802.11b 2 4.5dBm@11M bps
802.11g 24.5 dBm@6~24M bps
22.5dBm@36M bps
21.5dBm@48M bps
21dBm@54M bps

Sensitivity 802.11a -91dBm @ 6Mbps, -72dBm @ 54Mbps
(Typical) 802.11b -97dBm @ 1Mb ps, -88dBm @ 11Mbps
802.11g -91dBm @ 6Mbps, -74dBm @ 54Mbps

Networking Information
Topology AdTHoc, Infrastructure
Operation Mode | OLSR_AP, AODV_AP, AP- Bridge, AP -CB- Bridge,

AP-CB-ROUTE, CB-CB-ROUTE, VLAN -AP , AP_WDS_BRG,
AP4_WDS_BRG



SSID
Interface

Security

STP/RSTP
QOS

Bandwidth limitation

Management  Features

Multiple SSID
Two 10/100Mbps RJG45 LAN Ports

A1EEE802.1x / RADIUS Client (TTLS, PEAP) Support in
AP Mode
A | EE 8 0S2pplitant (TTLS, PEAP) support in
Client Bridge Mode
WPWFi Protected Access
WP £8R2.11i)
WESR,128 bits
ladRiress filtering
M Aa@dress filtering
L a ylsolatibn
V L AuNneling Support
HiSSI®
A Rogue AP Scan

STP/RSTP
WMM

Too To T To T o Do I

Traffic shaping by IP  address in MESH and ROUTE mode

IP Auto Configuration

SNMP

LLDP
NTP

Remote
Configuration

Firmware  Upgrade
Max Client
Network management

Environmental
Temperature Range

Humidity
(non -condensing)

DHCP client/ server
V1/V2c/V3

Link Layer Discovery Protocol

Support NTP client

Web@ased configuration (HTTP/HTTPS)

Upgrade firmware via WEB, TFTP and FTP
32 users (simultaneously) per radio
Lantech -Wireless -View

A Operating: -30°Cto 80°C
A Storage: -40°C to 80°C

5%~95% Typical



1-3. Package Contents

Make sure that you have foll  owing items

PBOXO~NoGO~wDNE

'_\
'_\

0.
. 2 x Wall mount kit

1 x IWP-2000 -68 Outdoor Wireless Access Point unit

1 x Power Cord

1 x 100~240VAC, 50~60Hz AC to 48V/ 1A Power Supply
1 x Grounding wire 1.8m

1 x RJ -45 CAT -5 Cross -over Ethernet cable 1.8m

1 x RJ -45 CAT -5 Ethernet cable 30m

2 X Seals for cable

1 x User manual CD

2 x 7dBi dual band Omni Antenna

2 x Pole mount kit and Screws pack

Main Unit 2. Power Cord | 3. 48V/1A PoE 4. 1.8m Grounding
Injector wire

7 i

5. 1.8m cable 6. 30m cable 7. Seals for cable 8. User manual CD

-y o
/f S\ "v“" -
r ) {
3\ k
NS

@

9. Antenna 10. Pole mount kit and screws pack 11. Wall mount Kit

OO EE |

m
- -

Please notify your sales representative immediately if any of the
aforementioned items is missing or damaged.




2. Installation

2-1. Full View of IWP -2000 -68
Interface onthe  IWP-2000 -68 Unit:
| ethl : For connecting the RJ-45 CAT -5 Ethernet cable to receiving
the power and for user to configure the Access Point
| ethO : For connecting and provide power to ot her device, such as
IPCAM. By default it is disabled.

*Please note : the voltage supplyby eth0is48Vand maximum outpu tpower (watt)
is the outcome of AP& power usage deduct from total input power. For example, with
standard power adaptor, the total input power is 48V x 1A = 48W. The AP use about 6W
when it& full load. Therefore, the maximum power that ethO can support is about 42W.

| N-type antenna connector: for connecting N -type antennas.

Antenna 1
(ath0~3)

Antenna 2
(ath4~7)




2-2. Full View of POE Injector
Interface on the Inli  ne Power Injector
I Data Input Port : for connecting cross  -over Ethernet Cable to PC
or straight Ethernet cable to Hub , Switch or Router.

| AC Input Port : 100/240 V AC Power input.

| Power & Data Output Port : for connecting an Ethernet Cable to
the AP.

POE picturel POE picture2
Power and Data Interface location on the PoE denoted by numbers 3-5.

2-3. Mount Kit for IWP -2000 -68

The IWP-2000 -68 can be mounted on a pole orwall ; user can use the Pole
Mount kit to mountt  he IWP-2000 -68 as shownin Figure2 -1 and

Wall Mou nt kit to mount the IWP-2000 -68 as shownin Figure2 -2.

Figure2 -1



Figure2 -2

2-4. System Requirements
Installation of the IWP-2000 -68 Outdoor Wireless unit requires the
following:

1. A PC with 10/100 /1000 Ethernet port and web browser (e.g.
Internet Explore or Fir efox).

2. RJ-45 Ethernet cable connect ed to the Ether net network.

3. An AC power outlet (100~240V, 50~60Hz) supplies the power.

2.4.1 PoE Injector

The IWP-2000 -68 is equipped with a PoE Injector module. The PoE
Injector delivers both data and power to IWP-2000 -68 via Ethernet
cable, and gives the following benefits to improve the performance vs.
installation cost ratio.

| This works great in areas where you may not have power, like
house roof.
| This also allows you to place the IWP-2000 -68 unit closer to the

antenna, to make installation easier more thus reducing signal loss
over antenna cabling.

| Ethernet signal travels well over CAT 5 cable but 2.4GHz/5GHz
signal doe sn't do as well over antenna cabling.



| Ethernet cabling is much cheaper than Antenna cabling.

2.4.2 Preparing Installation
Before installing  IWP-2000 -68 for outdoor application or hard -to -reach
location, we recommend configure and test all the devicesf  irst.

For configuringthe  IWP-2000 -68, please follow the quick steps below to
power up the IWP-2000 -68. Referto Figure 2 -3 for steps 1 through
4,

IWP-2000-68

Figure2 -3

Stepl: Connect the powercord intothe Power InputPort  of the POE
Injector and the AC plug into a power outlet. A Green LED near the
ODATA poiNland labeled 6 P o w ewilldight up.

Step2: Connect the cross -over Ethernetcablefrom 6 DATA PoN do
the Ethernet port on a PC.

Step3: Connect another Ethernet cable tothe eth 1 on IWP-2000 -68.
Hand tightens the Seals for cable after you connect the connector.

Step4: Connect the remaining end of the CAT 5 cable into the  labeled
OPOWER & DAT Apo® Wi BoE injector , a Red LED near the
O POWER & DAT AorabdTabeled 6 ACT | Wiklightup. Thisis
the power side of the PoE that will power up the IWP-2000 -68.

When the IWP-2000 -68 receives power over the Ethernet cable, the
IWP-2000 -68 will startit & boot up sequence

User can configure the IWP-2000-68 via HTML browser, such as
Microsoft Internet Explorer or FireFox from a remote host or PC.

9



3. Operation of Web - based Management

3.1 Basic Configuration
This chapter instructs ~ user how to configure and manage the IWP-2000 -68

through the web user interface

The default values of the AP are listed in the table below:

IP Address 192.168.1.1

Subnet Mask 255.255.255.0

Gateway Address 192.168.1.254

Username admin

Password admin

Table3 -1

Open your web browser and enter the default IP http://192.168.1.1 in
the address bar, it will show the following screen (see Fig.3 -1) and ask

user enter the username and password. The default username and
password are both  @dmin 6 For the first time to use, please enter the
default username and passwo  rd, thenclick the <LOGIN > button. The

login process now is completed.

To optimize the display effect, we recommend user use MicrosoftlE 7 or
above, FireFox 3 or above and have the resolution 1024x768.

! Web Access Procedures
Now user can use web browser to configure IWP-2000 -68. The

following procedure explains how to configure each item.

Stepl: Open your web browser and enter the IP Address
192.168.1 .1 as default

< Wireless Access Point SETUP MENU - Windows
)~ @ 192.168.1.1 v

Step2: Press < ENTER > key and the  IWP-2000 -68 Login screen
will appear as shownin Figure 3-1.

10


http://192.168.1.1/

< Wireless Access Point SETUP MENU - Windows Internet Explorer

Co- @ 192.168.1.1 EEEIE ] o
. File Edit View Favorites Tools Help
.0 @ Wireless Access Point SET... | BB = o @

Dual WLAN Device

Usemname:
Password: |

53

rS

Figure3 -1

Step3 : Enter @dmin dinthe Username and Password fields, and click
<LOGIN> to enter the web configuration page asshown in Figure3 -2.
This page includes all basic configurations for the Access Point. The

items are listin  left hand side of the menu.

WLAN Device

System Setting

Thiz page includes all the basic configuration tools for the Access Paoint. The options are in the menu screen to the left

Figure 3 -2

3.2 AP -Bridge Mode

The default operating model for IWP-2000 -68 is AP-Bridge, this mode | is to
set the device as a normal AP. The functions and settings are list as

following:

M SYSTEM

Administrator
Firmware
Configuration T ools
General Status
Power Control

—_ e e e ey

11



Bridge Status
WIFI Status
Log

System time
Reboot

—_ e e e

m LAN
; Bridge LAN settings

m WIRELESS

; WIFI athO Setting
WIFI athl Setting
WIFI ath2 Setting
WIFI ath3 Setting
WIFI ath4 Setting
WIFI ath5 Setting
WIFI ath6 Setting
WIFI ath7 Se tting

—_ e e e e e ey

m FILTER
; MAC Filtering

m SNMP
; Basic Setting
i VACM Setting
; Trap Setting

m Tools
i Tools

M Log Out

3.2.1 System

This page shows the current status

and some basic settings of the

device, including Administrator, Firmware, Configuration Tools, General
Status, Power Control, Bridge Status , WIFI Status, Log, System T

and Reboot ; screen as shown in

Figure3 -2-1

12
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Administrator
Firmware

Caonfiguration Tools

General Status
Power Control
Bridge Status
Log

System Time
Reboot

WLAN Device

System Setting

This page includes all the basic configuration tools for the Access Paint. The options are in the menu screen to the left

Figure3 -2-1
3.2.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shownin  Figure 3 -2-2. These settin gs allow user to configure
the device Name, language, model, password, remote management

and WIFI Loading Warning Threshold

Device Name

This is a host name or system name for the device. The maximum
lengthis 20 characters. User can only input'0'~'9', ‘a'~'z','A'~'Z',
I_l Or 1 _I.

Language Select

This function allows user to select a language for the Ul, the
options available are: English, Simplified Chinese and Traditional
Chinese.

Model Select

OLSR-AP: To set this device as an AP with layer 3 MESH function.
AODV-AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.

AP-CB-Bridge: To set this device as an AP and Client Bridge device.
AP-CB-ROUTE: To set this device as a router device with AP and CB
functions.

CB-CB-ROUTE: To set this device as a router device with dual CB
functions.

VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.

AP_WDS BRG: To set this device as a WDS device with AP

function.

AP4 WDS BRG: To setthisdeviceas WDS  device with AP function
and support up to 4 SSID

13



Administrator Settings

Name IWP-2000-88 | ('0'~'9', 'A~Z", 'a'~Z or' ', ')

Language English  w
O OLSR AP (O AODV_AP @ AP-Bridge

Model O AP-cB-Bridge O AP-CB-ROUTE (O CB-CB-ROUTE
O vian-APp O AP_WDS_BRG O AP4_WDS_BRG

Password Settings

Current Password

Password (3 ~ 12 Characters)
Re-type Password

Idle Time Out 30 (1 ~ 999 minutes)
Remote Management
Enable [J (Ifenabled, only the following PC can manage this AP.)

IP Address

WIFI Loading Warning Threshold

Threshold 15 (5 ~ 25 Mb/sec)

Figure 3 -2-2

Password Settings

If user wants to change the password for admin account, the user
should enter the current password, a new password and, re -type
the new password.

The Idle Time Out is the amount of time of inactivity allowed before
user proceeds next action. The user needs to re -login if the idle
time passes timeout

Remote Management

User can enable/disable the management of the Access Point from
aremote host. Just tickthe <Enable> check box and enter an IP
address of the remote host. Then, only the host with the entered IP
address can access this device.

WIFI Loading Warning Threshold

The threshold value is used by Lantech -Wireless -View.
Lantech -Wireless -View will monitor the WIFI loading, when the
loading is over this value, Lantech -Wireless -View will change the

color of the link line on network topology to notify the user about
condition of the link quality. The thres hold value is between 5 and
25.

3.2.1 .2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in  Figure 3 -2-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or FTP
method to upgrade to the new version of the firmware.

14



Firmware Update

Current Firmware information

Version: IWP-2000-68-v0.1.4
Date: 2010-04-13
Using TFTP NEXT
Using WEB NEXT
Using FTP NEXT
Figure 3 -2-3
| Using TFTP

On any computer in the network or a compute direct connect to the AP.

Install a TFTP Server utility, and put the firmware file named

QupgradeFW.tar 6in a folder.

Run TFTP server utility and specify the fo Ider in which the firmware

file located. Enter the TFTP server IP and click on <APPLY> button.
At the end of the upgrade process, this device may not respond to
commands before the device boots up. This is normal behavior and do

not turn off the Access Poi  nt while the firmware is upgrading.

| Using WEB
Click on <Browse> button and select the correct firmware file path
and file name. Then, click on <APPLY> Dbutton to start the firmware
upgrade process. At the end of the upgrade process, the Access Point
may n ot respond to commands while uploading the firmware. This is
normal behavior and do not turn off the Access Point while firmware is
upgrading.

| Using FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel  -opn.img. Ont he Firmware Update - FTP
page, enter the IP address of the FTP server, firmware name and FTP
user name and password. Then click on <APPLY> buttonto start the
firmware upgrade process. At the end of the upgrade process, the
Access Point may not respond to commands before the device boots
up. This is normal behavior and do not turn off the Access Point while
the firmware is upgrading.

3.2.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3 -2-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup settings/Restore
settings and Remote Backup Settings/Restore settings.

15



Configuration Tools

Use the ‘Backup Settings' tool to save the Access Point's current configuration to a file named ‘configs.tar’ on your PC. You can then use the
‘Restore Settings” tool to restore the saved configuration of the Access Point. Alternatively, you can use the Restore to Factory Defaults’ tool to
restore the Access Point to the original factory settings.

Restore Factory Default Configuration

Local Backup Settings / Restore seftings

B

Remote Backup Settings / Restore settings

Figure3 -2-4

| Restore Factory Default Configuration :
To reset configuration settings to the factory default values, just

click on <NEXT> button beside d&estore Factory Default
Configuration 6
Restore Factory Default Configuration @

Figure3 -2-5

Then click on <Restore>  button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restore the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your
decision.

Figure3 -2-6

| Local Backup Settings/Re store settings
To backup or restore the configurati on for this device, ¢ lick on
<NEXT> button beside d.ocal Backup settings/Restore settings o]
Local Backup Settings / Restore settings @

Figure3 -2-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file name d &onfigs.tar 6on u s e rPEG.s

To restore the settings, clickon  <Browse>  button and select the

correct file path and file name. Then, click on <Restore
Settings>  button to start the restore settings process.

16



Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.
Backup Settings

Restore Seftings

Enter the path and name of the backup file then press the 'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| | Browse_ |
Figure 3 -2-8
| Remote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside d.ocal Backup settings/Restore
settings @
Remote Backup Settings / Restore setfings @
Figure3 -2-9
Enter the necessary setting in next page, then click on <Backup
To Server>  or <Restor e From Server> to start the process.
Server Type Select: OQTFTP OFTP
TFTP or FTP Server IP : [ L] L] L] |
Firmware Filename (in server): |configs tar |

FTP Usemame : [ |

FTP Password : [ |

[ Backup To Server ] [ Restore From Server

Figure3 -2-10

3.2.1.4 General Status
In this page user could see the detail settings of this device, including
the System Information, Power Control, Bridge LAN port, AP WIFI 1

Status, AP WIFI 2 Status.



Status

System Information
Current Firnmware Version 1W/P-2000-68-v0.1.8
Devce Name 1WP-2000-68
System Model AP-Bridge
System Time Wed Nov 3 00:43:52 2010
Power Control Status
etnd PoE Disabled
Bridge LAN Port
P Address 192.168.1.1
MAC Aadress 00:26:48:00:0c=df
Mask 255.255.255.0
AP WIFI 1 Status
MODE 802.11a
COUNTRY North_Amenica_Arca
CHANNEL Auto
DTIM 1
FRAG 2346
RTS 2346
BEACON 100
DISTANCE 100
Interface ath0
S50 Al_APO Securty Disabled
Interface ath1
Radgio Off
Interface ath2
Radio Off
Interface ath3
Radio Off
AP WIFI 2 Status
MODE 802.11a
COUNTRY North_Amenca Area
CHANNEL Auto
oM 1
FRAG 2346
RTS 2346
BEACON 100
DISTANCE 100
Interface ath4
SS0 A2 AP4 Securty Disabled
Interface ath5
Radio Off
Interface ath6
Radio Off
Interface ath7
Rado Off

Figure3 -2-11

3.2.1.5 Power Control/Status
In this page user can enable the PoE power forwarding function for ethO

port.
Power Control/Status

POE Power Control (ethO port): (OEnable ® Disable

18



3.2.1.6 Bridge Status
In this page
device, such as

information etc.
Bridge Status

Figure 3

interface informatio

-2-12

user could see the bridge interfaces information
n, STP status , mac address

Bridge :
Bridge STP State :

bridge id:
designated root:
root port:

max age:

hello time:
forward delay:
ageing time:
hello timer:

port id:
designated root:
designated bridge:
designated port:
designated cost:
adminp2pmac:

port id:
designated root:
designated bridge:
designated port:
designated cost:
adminp2pmac:

port id:
designated root:
designated bridge:

designated port:
designated cost:

adminp2pmac:

port id:
designated root:
designated bridge:
designated port:
designated cost:
adminp2pmac:

port no
2
1
1
3

br0
off

8000.000000000020
8000.000000000020
0
20.00
2.00
15.00
300.00
0.00

8001
8000.000000000020
8000.000000000020

8001

0
AUTO

8002
8000.000000000020
8000.000000000020

8002

0
AUTO

8003
8000.000000000020
8000.000000000020

8003
0

AUTO

8004
8000.000000000020
8000.000000000020

8004

0
AUTO

mac addr
00:00:00:00:00:20
00:00:00:00:00:21
00:13:a9:2a:be:78
00:26:48:00:0e:c2
00:40:¢7:1b:00:18

path cost:

bridge max age:
bridge hello time:
bridge forward delay:

ten timer:

state:

path cost:

message age timer:
forward delay timer:
hold timer:

edge:

state:

path cost:

message age timer:
forward delay timer:
hold timer:

edge:

state:
path cost:
message age timer:

forward delay timer:
hold timer:

edge:

state:

path cost:

message age timer:
forward delay timer:

hold timer:
edge:
is local?
yes
yes
no
yes

yes

0
20.00
2.00
15.00

0.00

forwarding
19
2744.02
2743.07
0.00
yes

forwarding
100
2744.03
2743.08
0.00
yes

forwarding
100
2744.04

2743.08
0.00

yes

forwarding
100
2744.04
2743.08
0.00
yes

ageing timer
0.00
0.00
0.05
0.00
0.00

4
End of Status

3.2.1.7 WIFI Status

In this page user could see the WIFI information of this device, such as:
Interface information, Security information,

Figure 3
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WIFI Status

WIFI Interfaces : ath0  ath4
ath0
IEEE 802.11g ESSID: "Al1_APO Nickname:
Mode : Master Frequency: 2.452 GHz Access Point
Bit Rate: 0 kb/s Tx-Power: 18 dBm Sensitivity
Retry: off RTS thr: off Fragment thr
Encryption key : off
Power off
Management
Link Quality: 0/70 Signal level : -96 dBm Noise level
Rx invalid nwid: 223 Rx invalid crypt: 0 Rx invalid frag:
Lx SERITNST0 Invalid misc: 0 Missed beacon:
retries
Security Mode : Disable
No wifi Associated.

: 00:26:48:00:0E:C2
111
: off

:-96 dBm

End of Status
-2-14

Figure 3

3.2.1.8 Log

In this page user could see the system logs record of this device.

crond[2844]: USER root pid 3393 cmd /web-server/www/htm
: /web-server/flash-setup.sh: /web-server/flash-setup.sh:

transitioning to
transitioning to
transitioning to
transitioning to
transitioning to
transitioning to

FORWARDING s
FORWARDING s
FORWARDING s
FORWARDING s
LEARNING sta
LEARNING sta

transitioning to LEARNING sta

A

v

Logs
System Logs
Apr 13 00:25:06 IWP-2000-68 auth.notice root: 192.168.1.10 login
Apr 13 00:10:10 IWP-2000-68 auth.notice root: 192.168.1.10 leogin
Apr 13 00:02:01 IWP-2000-68 cron.notice
Apr 13 00:00:00 IWP-2000-68 wuser.info
Apr 13 00:00:00 IWP-2000-88 user.info : date 041300002010.00
Apr 13 00:00:00 IWP-2000-68 user.info : Tue Apr 13 00:00:00 UTC 2010
Apr 13 00:00:05 IWP-2000-68 user.info : Terminated
Apr 13 00:00:03 IWP-2000-68 wuser.info : Killed
Apr 13 00:00:03 IWP-2000-68 user.info : Terminated
Apr 13 00:00:00 IWP-2000-68 user.info kernel: br0: port 1 (ethl):
Apr 13 00:00:00 IWP-2000-68 user.info kernel: br0: port 2 (eth0):
Apr 13 00:00:00 IWP-2000-68 user.info kernel: br0: port 3 (ath0):
Apr 13 00:00:00 IWP-2000-88 user.info kernel: br0: port 4 (ath4):
Apr 13 00:00:00 IWP-2000-68 user.info kernel: br0O: port 1 (ethl):
Apr 13 00:00:00 IWP-2000-68 wuser.info kernel: br0: port 2 (ethl):
Apr 13 00:00:00 IWP-2000-68 user.info kernel: br0: port 3 (athO):
<

Figure 3

3.2.1.9 System time
I Select Setting Type

-2-15

>

Setting by: User can set system time in two ways. One is manual

setting, the other oneis

| Manual Setting

synchronize with an Internet Time Server.

User can manually enter the Year/ Month/ Day and Hour: Minute:

Second.

| Using Internet Time Server

Hours from GMT: User can enter the Hours from GMT, for example

Taiwan is GMT +8 Hours.

Server IP: User should enter the Internet time server

here .

IP address

Time Update for Every: User can set time update interval by enter

the days, hours, and minutes.

20



Time Setting

Select Setting Type

(3 Manual Setting

Setting by @S o b T TP e
Current System Time Tue Apr 13 00:44:23 UTC 2010

Year / Month/ Day / (Year1900 ~2037)
Hour - Minute : Second |UU HUU |;|00 |

Hours from GMT Hours

Servr P

Server IP for Reference 140.142.16.34 or 129.132.2.21

Time Update for Bvery [0 Jdays(0~31)0  |hours(0~23) minites(0 ~ 59)
Figure 3 -2-16

3.2.1 .10 Reboot

User can perform reboot function in case of the device is not function

normally, or after user change some maj or settings for example:

change system model. The existing settings will not be changed. To

perform the reboot, click on the < Reboot > button and clickon  <OK>
on pop -up screento confirm  u s e rdécision .

Reboot Access Point

After you change the setting or in the event that the Access Point stops responding correctly or in some way stops functioning,
you can perform a Reboot. To perform the Reboot, click on the 'Reboot’ button below. You will be asked to confirm your

decision.

NOTE:Some of the ANTI-VIRUS shield programes may block the following WEB page.
Please wait for a while, then, reconnect this device.

Figure3 -2-17

3.2.2 LAN Configuration

| Interface  brO Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static option
the IP address should be entered in' Network IP Parameters' and
DHCP option - the IP address will  be assigned from other DHCP
server.

| Network IP Parameters
User can change the network settings of this device from LAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

| Bridge STP Setting

User can also set the Bridge STP setting in thi S page.
STP/RSTP: Disable the bridge STP or set the bridge mode as STP or
RSTP mode.

Bridge Priority: Set the priority value of the bridge. The priority
value is a number between 0 and 65535. The bridge with the
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lowest priority will be elected 'root bridge '

Hello Time: Set the bridge's 'bridge hello time' value (seconds).
Forwarding Delay: Set the bridge's 'bridge forward delay' value
(seconds).

Max Age: Set the bridge's 'maximum message age' value
(seconds)

Port Cost: Set the port cost of the port.

Port Pr iority: Set the port priority of the port (interface). It is used
in the designated port and root port selection algorithms.

P to P: If a bridge port is operating in full -duplex mode, than the
port is functioning as point -to - point. The available options ar e:
auto, true or false. By default, it is set to auto.

Edge: If a port is operating in half -duplex mode and is not

connected to any further bridges participating in STP or RSTP, then
the port is an edge port . The available options are: yes or no. By
defaul t, it is set to no.

LAN Setting
IP Authentication ® Static  ODHCP
Network IP Parameters
IP Address 192 .1168 -1 o 1
Subnet Mask 255 . 1255 .|255 .0
Gateway Address 192 .1168 i1 .1254
STP/RSTP RSTP v
Bridge Priority 15 (STP:0 ~ 65535, RSTP:0 ~ 15)
Hello Time 2 (1~ 10)second
Forwarding Delay 15 |(4 ~ 30)second
Max Age 20 (6 ~ 40)second
Cost |18 (0 ~2*1078)  Priority 1 (STP:0 ~
Port ethO 255, RSTP:0 ~ 15) -
PtoP |auto v Edge no v
Cost |19 (0 ~2%10"8)  Priority 1 (STP:0 ~
Port eth1 255, RSTP:0 ~ 15)
PtoP |auto v Edge no v
Cost 2000000 (0 ~2#10"8)  Priority 2 (STP:0 ~
Port ath0 255, RSTP:0 ~ 15)

PtoP |auto v Edge no v

Cost 2100000 (0~2%10"8)  Priority 3 (STP:0 ~
Port ath1 255, RSTP:0 ~ 15) .

PtoP |auto v Edge no v

Cost [2200000 [0 ~2%10°8)  Priority |4 (STP:0 ~
Port ath2 255, RSTP:0 ~ 15)

PtoP auto v | [Edge no v

Cost |2300000 (0 ~2*%1078)  Priority 5 (STP:0 ~

Port ath3 255, RSTP:0 ~ 15) )

PtoP |auto v Edge no v

Cost (2400000 (0 ~2%1078) Priority |6 (STP:0 ~
Port ath4 255,RSTP:0 ~ 15)

PtoP jasto v | [Edge [no v

Cost [2500000 (0 ~2*1078)  Priority |7 (STP:0 ~
Port ath5 255, RSTP:0 ~ 15)

PtoP |auto v Edge no v
Cost [2600000 (0~2%10"8) Priority 8 (STP:0 ~

Port ath6 255,RSTP:0 ~ 15)

PtoP |auto v Edge no v

Cost |2700000 (0~2%10"8) Priority 9 (STP:0 ~
Port ath7 255, RSTP:0 ~ 15)

PtoP |auto v Edge [no v
Figure3 -2-18
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3.2.3 Wireless
User can configure the wireless related settings in this page.

Dual WLAN Device

Wireless
YYou can set the wireless releated setting here.

WIFT atho Setting
WIFI ath1 Setting
WIFI ath2 Setting
WIFI ath3 Setting
WIFT ath4 Setting
WIFI athS Setting
WIFI athé Setting
WIFT ath7 Setting

Figure3 -2-19

3.2.3.1 WIFI ath0~7 Setting

| General
Radio Power: Turn this interface on or off
Wireless Mode: Select which wireless mode th at userwants touse.
The options available here are: 802.11a, 802.11b, 802.11g and
802.11b+g.
SSID: The SSID (service set identifier) is an identifier of an AP in
u s e rwiedess network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is
32.
SSID Hide: This functionis  to hide the SSID in the wireless net
work.
Country: This setting configures the access point' s country code,

which identify  the country of operation and sets the authorized
radio chan nels.

Channel: Set the oEeratinﬁ freﬂuenci/channel for this device .

Radio Power On | «

Wireless Mode 80211b+g +~

SSID A1_APO

SSID Hide ) on @ off

Country North_America_Area @+
Channel 9 v

Figure3 -2-20

| Advanced Settings
Peer Node Distance: Set the distance be:
adjacent. If select ‘'manual’, the distance will be determined by
'Slot time', 'ACK tim  eout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon interval.
Enter a value between 20 and 1000 to specify the Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traff ic Indication Message (DTIM). Enter a
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number between 1 and 255 to specify.

Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshol d.
RTS/CTS Threshold: Packets larger than the value are transmitted

by the RTS/CTS handshake. Enter a value between 1 and 2346 to
specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
autoto letd evice determine the tx power value automatically, or

set manual to setthe tx power value. The max value is depending

on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple

bit rates. The val ue 0 Atousetbhebitrates ses t he
selected by the rate control module.

Layer 2 Isolation: It is used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each

other.

WEP Key Setting: It uses two kinds of WEP Encryption key | ength:
5-bytesand 13 -bytes. Thekey format can either use 'ASCII'to set
the key values (ie. 0~9, a~z) Or use 'HEX' to set the key value in
hexadecimal . (ie. 0~9, a~f). User can set maximum 4 keys, but

only one key will functional at one time.

Auto A
Peer Node Distance -
Distance | 100 m(100 ~ 65535)
Beacon Period 100 (20 ~ 1000)
DTIM Period 1 (1 ~255)
Fragmentation Threshold 2346 (256 ~ 2346)
RTS/CTS Threshold 2346 (1 ~2346)
Tx Power Auto v
Rate 54 v | Mbit/s Fixed
Layer 2 Isolation O Disable @ Enable
Key #1: | esoee
WEP Key Setting Key #2:|seeee

Key #3:. eooee
Key #4: eeeee

Figure3 -2-21

| SSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless net work. There are four options for
authentication: Disable, WEP, WPA -personal and WPA -enterprise.

WEP: Short for Wired Equivalent Privacy, a securi ty protocol for
wireless local area networks (WLANS) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to

authenticate as long as it conforms to any MAC address filter

policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted' selected, all the

packets are transmitted with encryption
24



Select Key: Check the radio box in front of the key that user would
like to use for this AP.

SSID Security Mode
Authentication WEP .

WEP Encryption @ Open O Restricted
@ Key#1 O Key# O
KEY #3 (O KEY #4

Figure 3 -2-22

Select Key :

WPA-Personal: The metho d of authentication is similar to WEP,
user can definea @&re-Shared Key @ once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or WPA
& WPA2. (WPAZ2 is far superior to WPA, because the encryption of
method used is Advanced Encryption Standard (AES).)

Share Key: User should define the pre -share key in here; the
length of the key is (8 -23 characters).

WPA Encryption: User can choose the encryption method of the
pre -shared key here; there are three options: Auto, AES and TKIP.

Group Key Update Interval: Time interval for rekeying the GTK
broadcast/multicast encryption k eys) in seconds .
SSID Security Mode
Authentication 'WPA-personal | v |
WPA MODE
Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption m
Group Key Update Interval 600 (30 ~ 65535)

Figure3 -2-23

WPA- enterprise:

WPA- Enterprise includes all of the features of WPA -PSK plus
support the 802.1x authentication. To use this function, a separate
RADIUS server is required. User should enter the IP and port
number of the Aut  hentication Server and Shared Secret here. In

case I f a backup server has been depl oy«
can also enter the necessari information here.

SSID Security Mode

Authentication |WPA-enterprise v |

WPA MODE WPA iv

Share Key |{8 ~ 63 characters)

WRPA Encryption Auto | ~

Group Key Update Interval

00 Ja0-65539

Primary Radius Server

Authenticatoin Server 192 168 .1 /80 [:/1812 |  Shared Secret/secret |

Backup Radius Server (Optional)
Authenticatoin Server | | | | | | | | : | | Shared Secret I:|
Figure 3 -2-24
25




| QoS
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of s tations allowed in
station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
&CWmin 6are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for  &Wmin dmust be lower than the value for
CWmax 6

CWmax: Maximum  Contention Window.  The Valid values for
&@wmax dare 1, 3,7,15,31,63,127,255,511, 1023, 2047 or 4095.

The value for CWmax émust be higher than the value for CWmin 6
AIFS: Arbitration Inter ~ -Frame Spacing,
Burst: Maximum length (in milliseconds wit h precision of up to 0.1

ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.
AP Tx-Background: Low Priority. High throughput. Bulk data that

requires maximum throughput and is not time -sensitive is sent to
this queue (FTP data, for example).
AP Tx-Video: High Priority. Minimum delay. Time -sensitive video

data is automatically sent to this queue.
AP Tx-Voice: High Priority. Time  -sensitive data like VoIP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to W MM clients when they associate.
The parameters will be used by WMM clients for frames

transmitted to the access point.

STA Tx-Best Effort:  Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.

STA Tx-Backgr ound: Low Priority, High throughput. Bulk data that
requires maxi mum t hr ough psensitivawillbe i t 6s no
sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time -sensitive video
data will automatically send to this queue.

STA Tx-Voice: High Priority, Time -sensitive data like VoIP and
streaming media are automatically send to this queue.

TXOP: Transmission Opportunity is an interval of time when a

WMM Client Station has the right to initiate transmissions ont othe
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wireless medium (WM). This value specifies (in milliseconds) the
Transmission Opportunity (TXOP) for Client Station; that is, the
interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control  mandatory.

WMM ®Enable O Disable
MAX Associated Station 32 (1~2007)
AP Tx-Best Effort CWmin: 2047 +~ | CWMax: 4095 v | AIFS: |2 (1~255) Burst:|0.0
AP Tx-Background CWmin: 15 v~ | CWMax: | 1023 ~ | AIFS: |7 (1~255) Burst: |00
AP Tx-Video CWmin: 7 v | CWMax: | 7 v | AIFS:|1 (1~255) Burst:|1.5
AP Tx-Voice CWmin: 7 v | CWMax: 15 v | AIFS:|1 {1 ~255) Burst:|3.0
CWmin: 7 v | CWMax: 1023 ~ | AIFS: |2 (1~255)
STA Tx-Best Effort ~ S
TXOP: |64 (1~255)x32ms ACM: (_ Enable ® Disable
CWmin: | 15 v | CWMax: 1023 ~ | AIFS:|7 (1~255)
STA Tx-Background —~ =
TXOP: |1 (1~235x32ms ACM: _'Enable (@ Disable
_ CWmin: 7 v | CWMax: 7 v | AIFS: |1 (1~255)
STA Tx-Video P o
TXOP: 47 (1~255x32ms ACM:. (_'Enable (@ Disable
i CWmin: 7 v | CWMax: | 15 v | AIFS: 1 (1~255)
STA Tx-Voice - S
TXOP: |94 (1~255)x32ms ACM: (_ Enable ® Disable
Figure3 -2-25
3.2.4 Filtering

The MAC address filter can be used to filter network access by machines
based on the unique MAC addresses of their network adapter(s). It is
most useful to prevent unauthorized wireless devices from connecting
to u s e rnéwgork. A MAC address is a unique ID assigned by the
manufacturer of the network adapter.

3.2.4.1 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
| General
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those interfaces/
PCs with MA C address in the MAC address table can access this AP.
Reject: All PCslinterfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.
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MAC address filtering

Filtering type:  Disable ~

MAC address table

MAC address 13 : Delete
MAC address 14 : Delete
MAC address 15 : Delete

Figure 3 -2-26

Item MAC address Ex: 22-22-22-22-22-22
MAC address 1:
MAC address 2: @
MAC address 3 :
MAC address 4 :
MAC address 5:
MAC address 6 :
MAC address 7 :
MAC address 8:
MAC address 9:
MAC address 10 :
MAC address 11 :
MAC address 12:

3.2.5 SNMP

The IWP-2000 -68 support SNMP V1/V2C/V3, this page is for defines the
SNMP access control and SNMP traps.

3.2.5.1 Basic Setting

! SNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP ( Link Layer Discovery
Protocol) function. This function will be used if user wants
Lantech -Wireless -View to remote management the AP and draw
the network topography.

I System Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: It is used to def ine the location of the host on which the
SNMP agent is running.

I V1/V2C
User can change u s e rSBIMP community settings on this page
Access Right: Select an access right for the SNMP manager. OReadbd
is read only, 'Write' is read -write, and 'Deny' meanst  his

community name is not implemented.

Community: Specify the name of community for the SNMP

manager.

SNMP Community provides a simple protection by using the

community name to control the access to the SNMP. The

community name can be thought of as a passw ord. If user don't
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have the correct community name, user can't retrieve any data
(get) or make any change (set). Multiple SNMP managers may be
organized in a specified community.

I V3

The SNMP V3 is a Security Enhancement for SNMP , it provides
secure access to devices by a combination of useriD,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user wants
to use. The available options for this field are: NoAuthNoPriv,
AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this field
are: MD5, and SHA.
Auth Pas sphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available option  for this field is: DES.
Priv Passphrase (Privacy Key): The s ecret key used by the privacy
protocol for encrypting and decrypting messages.
Access Right: A ssign the access right for account. The options are:
Unused i The account is disabled.
Read Only 1 The account has read only access rights.
Read Write 1 The acc ount has read and writes access rights.
usm T This account will be an usm account and assign access
rights by VACM.

SNMP Basic Settings

SNMP Agent

Enable

Contact |Contact_me ‘

Location [Lam_here |

V1/vV2C

1 [pewv v | ]
2 [Deny v [ ]
3 | Deny v | | ‘
4 | Deny A \ \
5 | Deny - \ \

Security Level ?;:)2 Auth Passphrase g:gt?;{“Priv Passphrase Qf;:ts =
T |AuthPriv. - v | mMD5 v | |[DES ] | |unused v
2 [ |AuthPriv v mDs | [[oEs ] | lunused v
3 | | AuthPriv v | mD5 v |pES v | Junused v
4 | Authpriv (v MD5 v | | DEs (4] | Junused (v
5 | | AuthPriv v |[mDs v [pES v || |unused v

Figure 3 -2-27
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3.2.5.2 VACM Setting

User can use the View -based Access Control Model (VACM) to define
whether access to a specified manage d object is authorized. Access
control is done at the following points:

1 When processing retrieval request messages from the SNMP

manager.
1 When processing modification request messages from the SNMP
manager.
1 When notification messages must be sent to the SNMP manager.
The following tokens for VACM access security that user can use:

I Community to Security for V1/V2c
Map the community name (COMMUNITY) into a security name.
The Community to Security  token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPv1 and SNMPV2 users and communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describe s a host or network.
Community: The community name that is used.

I Group
Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)
Index: Index of Group. Tick the checkbox to enable the recordset.
Group Name : A group name is given to a group of users and is
used when managing their access rights.
Security Model:  Assign security model for group.
Security Name:  Assign security name for group. This field will
obtain from t h &ecdrity Name 6of 6 Comuni t gut ot 6 when
security model is v1 or v2c, or obtain from t h dJseb6ID 6of 6 u s mb
when security model is usm.
SNMP VACM Settings

Community to Security for V1/V2c
Index _ Securil\lame _ IP Source Communit‘
1 ‘mepriv

Group MName Security Model Security Name
1 |generic | vl v | mypriv >l
2 W} ;usmii} ‘Wgreneric i
03 [ 1 v ¥ irmrypri\'i v]
4 ‘ | v v | mypriv v
[F55 ‘ | jv1 v ‘mepriv v

o i:igure 3 -2-28
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Index
M1
M2
O3
4
0Os
s
Oz
o8
s
10
11
12
13
14
15
16
017

| View

mib2

gene

Create a view for user to let the groups have rights to view the MIB

tree.

Index: Index of View. Tick the checkbox to enable the recordset.
View Name: The name of view.

Include: Assign include or exclude in this record for certain

subtree .

Sub Tree: the OID value. For example: da.3.6.1.2.1 6

View Name Include Sub Tree
Include v| 136.1.21
rc Include | 1.3.6.1.4.1.5205
Include v |
Include v
Include v
Include
Include |
Include v |
Include v
Include |
Include v
Include
Include v
Include v
Include v
Include v |

Include v

Figure 3 -2-29

| Access

The Access table grants the groups access right to certain vie Ws.
Each group can have multiple access rights. The most secure
access right is chosen.

Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the @Group Name 6from the Group
table.

Security model:  Specified in the mess age's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c

and usm.

Security level:  Specified in the message's msgFlags parameter.
The available options for this field are: NoauthNoPriv, AutoNoPriv
and AuthPriv

Read: Specified in the message's msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the

&/iew Name o6from View table.

Write:  Authorized View Name for write access. The available

options for this field are: all, none, mib2 and the &/iew Name o6from
View table.

Notify: Authorized View Name for notify access. The available

options for this field are: all, none, mib2 and the &iew Name O6from
View table.
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Access

Index Group Security Model Security Level Read Write MNotify

i ]generic V[ Laﬂu l,NME?LV! ?generic V‘ generic ¥ lgeneric V\
2 genericusm v usm ¥ AuthPriv W all v lall v all v|
03 generic M any ¥ 7@2@@@@ all v ‘all v all V}
04 generic v L‘F"ﬂu, NoAuthMoPriv v all v lall v all v|
0s generic v Laﬂur NoAuthNoPriv v all v ‘all v all v‘}

Figure3 -2-30

3.2.5.3 SNMP Trap
It is an SNMP application that uses the SNMP TRAP ope ration to send
information to a network management system.
| SNMP Trap
Trap Active: To enable or disable SNMP Trap function.
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).

| vl/v2c Trap
IP Address & Port: The IP and Port to rec eive traps.
Community: The community string to be used when sending traps.

| v3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
IP Address & Port: The IP and Port of a device to receive traps.
Auth Level: As sign security level in this record. The Options are:

NoAuthNoPriv, AuthNoPriv, AuthPriv.

Trap Active ®Disable O Enable

vl/v2c Trap

0 |Version 1 | o2 |hes | R public |
1 Disable v| I N | [ ]
2 e ¥ — 1 —
3 Disable v L& & 8 8 | L
4 Disable | I N . | [ ]
B o N ] Nohuopi ¥
01 genericro V| [_ M I ! H ‘] ;{ _] NoAuthNoPriv + |
A1 Nonutnor
s | . Nohuepe ¥
04 | genericro v| l | [l | ! ] | NoAuthNoPriv v |

Figure 3 -2-‘31

| Trap Items
Enable/Disable which trap items to send.
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Trap Items

Cold Start © Disable @ Enable
Warm Start © Disable @ Enable
Link Up O Disable @ Enable
Link Down (O Disable @ Enable
Auth Fail O Disable @ Enable
Logn @ Disable @ Enable

Figure 3 -2-32

3.2.6 Tools
| Command Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.
Tools
Ping : IP: Count: 3 @ Disable © Enable
Figure3 -2-33
3.2.7 Log Out

User can manually logout by click on <Log Out>.

Log Out
Figure3 -2-34

3.3 AP-CB-Bridge Mode
AP-CB-Bridge mode is to set this device as an AP and Client Bridge device
the setting a nd functions as following:

M SYSTEM
Administrator
Firmware
Configuration Tools
General Status
Power Control
Bridge Status
WIFI Status
Log

System time
Reboot

L S U VI G SH

m LAN
; Bridge LAN settings

m WIRELESS
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Rogue AP Scan
WIFI ath3 Setting
WIFI ath4 Setting
WIFI ath5 Setti ng
WIFI ath6 Setting
WIFI ath7 Setting

—_ e e e ey ey

m FILTER
; MAC Filtering

m SNMP
; Basic Setting
;i VACM Setting
; Trap Setting

m Tools
;  Tools
M Log Out
3.3.1 System
This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Con figuration Tools, General
Status, Power Control, Bridge Status, WIFI Status, Log, System Time
and Reboot; screen as shownin Figure3 -3-1
Dual WLAN Device
System Setting
This page includes all the basic configuration tools for the Access Point. The options are in the menu screen to the left.
Figure3 -3-1

3.3.1.1 Administrator

By selecting the item of Administrator under System, User will see the
screen shown in Figure 3 -3-2. These settings allow  user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
| Device Name
This is a host name or system name for the device. The maximum
lengthis 20 characters. User can only input'0'~'9", 'a'~'z", 'A'~'Z’,
lor' -l
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Language Select

This function allows user to select a language for the Ul, the
options available are: English, Simplified Chinese and Traditional
Chinese.

Model Select

OLSR-AP: To se t this device as an AP with layer 3 MESH function.
AODV-AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.

AP-CB-Bridge: To set this device as an AP and Client Bridge device.
AP-CB-ROUTE: To setthis device as arouter device with AP and CB
functions.

CB-CB-ROUTE: To set this device as a router device with dual CB
functions.

VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.

AP_WDS BRG: To set this device as a WDS devi ce with AP
function.

AP4_WDS BRG: To set this device as WDS device with AP function
and support up to 4 SSID.

Administrator Settings

Name 1WP-2000-58 ('0~9', 'A'~Z', 'a'~'Z or'_', ')

Language English v
O oLsR AP O AoDv_ AP O AP-Bridge

Model @® AP-cB-Bridge O AP-CB-ROUTE (O CB-CB-ROUTE
O vian-ap O AP_WDS_BRG O AP4_WDS_BRG

Current Password

Password (3 ~ 12 Characters)
Re-type Password

Idie Time Out 30 (1 ~ 999 minutes)
Remote Management
Enable [J (1f enabled, only the following PC can manage this AP.)

IP Address . . .

WIFI Loading Warning Threshold

Threshold 15 | (5~25Mblsec)

Figure3 -3-2

Password Settings

If user wants to change the password for admin account, the user
should enter the current password, a new pas sword and, re -type
the new password.

The Idle Time Outis the amount of time of inactivity allowed before
user proceeds next action. The user needs to re -login if the idle
time passes timeout
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| Remote Management
User can enable/disable the management of the Access Point from
aremote host. Just tickthe <Enable> check box and enteran IP
address of the remote host. Then, only the host with the entered IP
address can access this device.

| WIFI Loading Warning Threshold
The threshold value is used by Lante ch-Wireless -View.
Lantech -Wireless -View will monitor the WIFI loading, when the
loading is over this value, Lantech -Wireless -View will change the
color of the link line on network topology to notify the user about
condition of the link quality. = The thresh old value is between 5 and
25.

3.3.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in  Figure 3 -3-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or FTP
method to upgrade to the new version of firmware.

Firmware Update

Current Firmware information

Version: IWP-2000-68-v0.1.4
Date: 2010-04-13
Using TFTP NEXT
Using WEB NEXT
Using FTP NEXT
Figure 3 -3-3
| Using TFTP

On any computer in the network or a compute direct connect to the
AP. Install a TFTP Server utility, and put the firmware file named
QpgradeFW.tar 6in a folder.

Run TFTP s erver utility and specify the folder in which the firmware
file located. Enter the TFTP server IP and click on <APPLY>
button. At the end of the upgrade process, this device may not
respond to commands before the device boots up. This is normal
behavior an d do not turn off the Access Point while the firmware is
upgrading.

| Using WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY> button to start the
firmware upgrade process. At the end of the upgrade process, the
Access Point may not respond to commands while uploading the
firmware. This is normal behavior and do not turn off the Access
Point while firmware is upgrading.
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| Using FTP
On FTP server, there should have valid firmware which includes

fs-opn.img and/or kernel  -opn.img. On the Firmware Update - FTP
page, enter the IP address of the FTP server, firmware name and
FTP user name and password. Then click on <APPLY> button to

start the firmware upgrade process. At the end of the upgrade
process, the Access Point may not respond to commands before
the device boots up. This is normal behavior and do not turn off the
Access Point while the firmware is upgrading.

3.3.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the s creen
will show in Figure 3 -3-4. This page includes three selections:

Restore Factory Default Configuration, Local Backup settings/Restore

settings and Remote Backup Settings/Restore settings.

Configuration Tools

Use the Backup Settings’ tool to save the Access Point's current configuration to a file named ‘configs.tar’ on your PC. You can then use the
‘Restore Settings’ tool to restore the saved configuration of the Access Point. Alternatively, you can use the ‘Restore to Factory Defaults’ tool to
restore the Access Point to the original factory settings.

Restore Factory Default Configuration
Local Backup Settings / Restore settings
Remote Backup Settings / Restore settings @

Figure 3 -3-4

| Restore Factory Default Configuration
To res et configuration settings to the factory default values, just

click on <NEXT> button beside d&estore Factory Default
Configuration 6
Restore Factory Default Configuration @

Figure3 -3-5

Then click on <Restore>  button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restore the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-3-6
| Local Backup Settings/Restore settings
To backup or restore the configuration for this device, click on
<NEXT> button beside d.ocal Backup settings/Restore settings o]
Local Backup Seftings / Restore seftings @

Figure3 -3-7
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Click on <Backup Settings> button on next page to save the

settin gs of this device to a file named

To Restore the settings, click on <Browse>
correct file path and file name. Then, click on
button to start the restore settings process.

<Restore Settings>

@onfigs.tar 6on u s e rPG.s

button and select the

Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings

Restore Seftings

Enter the path and name of the backup file then press the 'Restore Settings/" button below. You will be prompted to confirm

the backup restoration.

" Browse_ ]

Restore Settings
-3-8

Figure 3

| Remote Backup Settings/Restore settings
User can also backup/restore the configuration of this device

remotely.
Click on <NEXT> button beside d.ocal Backup settings/Restore
settings ¢
Remote Backup Settings / Restore setfings @
Figure 3 -3-9
Enter the necessary setting in next page, then click on <Backup

To Server> or <Restore From Server> to start the process.
Configuration Backup/Restore

Server Type Select OTFTP  (OFTP
TFTP or FTP Server P - | Ll Ll L |
Firmware Filename (in server): |cunﬁgs,tar |
FTP Usemame : [ |
FTP Password : [ |
[ BackupToSener | [ Restore From Server
Figure 3 -3-10

3.3 .1.4 General Status

In this page user could see the detail settings of this device, including

the System Information,
Status, AP WIFI 2 Status.

Power Control,
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Status

System Information
Cutrent Firmware Version IWP-2000-68-v0.1.8
Dewce Name IWP-2000-68
System Mocel AP-CB-Bridge
System Time Wed Nov 3 01:53:45 2010
Power Control Status
ho PoE Disabled
Bridge LAN Port
P Address 192.168.1.1
MAC Address 0026:48.00.0e:df
Mask 255.255.255.0
Station WIFI 1 Status
MODE 82112
COUNTRY North_America_Area
o™ |
FRAG 2346
R1S 2346
BEACON 100
DISTANCE 100
Interface athQ
Radwo off
Interface ath1
Radko Off
Interface ath2
Rad Off
Interface ath3
S0 Al_AP3 Securty Disabled
AP WIF] 2 Status
MODE 802.11a
COUNTRY North_Amenca_Area
CHANNEL Auto
o™ 1
FRAG 2346
RTS 2346
BEACON 100
DISTANCE 100
Interface athd
ssO A2_AP4 Secunty Disabled
Interface athS
Rado off
Interface athé
Radk Off
Interface ath7
Radi Off

Figure 3 -3-11

3.3.1.5 Power Control/Status
In this page user can enable the ethO port to provide PoE power and
data forwarding function

Power Control/Status

PoE Power Control (ethO port): (OEnable @ Disable

Figure 3 -3-12
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3.3 .1. 6 Bridge Status

In this page user could see the bridge interfaces i
device, such as int erface information, STP st

information etc.
Bridge Status

Bridge:
Bridge STP State:

bridge id:
designated root:
root port:

max age:

hello time:
forward delay:
ageing time:
hello timer:

port id:
designated root:
designated bridge:
designated port:
designated cost:

adminp2pmac:

port id:
designated root:
designated bridge:
designated port:
designated cost:
adminp2pmac:

port id:
designated root:
designated bridge:
designated port:
designated cost:
adminp2pmac:

port id:
designated root:
designated bridge:
designated port:
designated cost:
adminp2pmac:

port no
1
3
4
1
2

3.3.1.7 WIFI Status

off

8000.002648000edf
8000.002648000edf
0
20.00
2.00
15.00
300.00
0.00

8001
8000.002648000edf
8000.002648000edf

8001

0
AUTO

8002
8000.002648000edf
8000.002648000edf

8002

0
AUTO

8003
8000.002648000edf
8000.002648000edf

8003

0
AUTO

8004
8000.002648000edf
8000.002648000edf

8004

0
AUTO

mac addr
00:13:a9:2abe:78
00:26:48:00:0e:df
00:40:c7:fb:00:£8
00:40:c£:00:00:22
00:40:c£:00:00:33

Figure 3

path cost:

bridge max age:

bridge hello time:

bridge forward delay:

ten timer:

state:

path cost:

message age timer:

forward delay timer:

hold timer:

edge:

state:

path cost:

message age timer:

forward delay timer:

hold timer:

edge:

state:

path cost:

message age timer:

forward delay timer:

hold timer:

edge:

state:

path cost:

message age timer:

forward delay timer:

hold timer:

edge:

is local?

no
yes
yes
yes
yes

In this page user can click WIFI Interfaces to see each
information of this device, such as: Interface informati

information, Associated AP/Station.

nformation
atus , mac address

WIFI &
on, Security

The Figure 3 -3-14 shows the ath3 (CB) interface is waiting for

connecting to an AP.
WIFI Status

WIFI Interfaces ath3 ath4

Interface ath3:

Figure 3

Waiting for Connecting...



The Figure3 -3-15shows thatthe ath3 (CB model) has connected to an
AP, and display the relevant information.

Figure 3 -3-15

The Figure 3 -3-16 shows ath4 (AP model) information.

Figure3 -3-16

3.3.1.8 Log
In this page user could see the system logs record of this device.

Figure3 -3-17

3.3.1.9 System time

| Select Setting Type
Setting by: Us er can set system time in two ways. One is manual
setting, the other one is synchronize with an Internet Time Server.

| Manual Setting
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